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¢ Fault-tolerant control includes
real-time fault diagnosis and take
actions to avoid severe
consequences of faults. Software
makes “intelligent” assessment
and remedial actions.

*The need is evident in many
areas of application

sAutonomous systems clearly
need fault-tolerant methods

*Ad hoc methods have been
practiced for decades, a
systematic methodology has
evolved during the last.

Diagnosisé& Fault-tolerant Control 2.
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Areas of particular interest

Fault-tolerant control
Created by the need for safety, reliability and availability.

Touches on fundamental properties of controlled systems and
the control architectures.

Diagnosis

The essential means to determine whether faults have
occurred and thereafter locate their cause

M. Blanke 2004 Diagnosis& Fault-tolerant Control 3.
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Material for Socrates Lectures

This “short course is based on the
book:

. . Diagnosis and Fault-tolerant Control.
Diagnosis and By M. Blanke, M. Kinnaert, J. Lunze

Fault-Tolerant Control and M. Staroswiecki.

. 565 pp. ISBN 3-540-
01056-4.

And on

SaTool Users Manual by

T. Lorentzen and M. Blanke,
OerstedeDTU, Technical University of
Denmark, April 2004.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 4.
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Hybrid Structure of Plant + Controller

_ Diagnosis
Supervisor u? T The standard
automaton N a [ i
=0 problem in control
o, 0 s} lﬁ_ —ﬁl‘!fh‘
] 1 Objective: O
Plant
Control G Structure: S
— Parameters: &
0 r Control law: U
}J
— ey LA The control problem:
n=hx,0.9) [T v=hin 6 |5 Solve (O,S,H,U)

The system can be changed by events, some of which are faults. We
may change the controller and/or the system by action of a supervisor.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 5.
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A Hybrid System

A bathtub is a hybrid system.

Dynamic relation between ﬂ
input flow g, height h and area A(h) are

. 1

h(t) = ——q(t)

A(h)

Holds only until
the edge is reached:

h(t)=0 for h=h

edge

M. Blanke 2004 Diagnosis& Fault-tolerant Control 6.
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Dynamic relation between
input flow g, height h and area A(h) are

A Hybrid System

: 1
h(t)=——q(t) forO<h<h
( ) A(h)q( ) edge l Q(t)
h(t)=0 for h > h,,,
| RS
M. Blanke 2004 Diagnosis& Fault-tolerant Control 7.
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Fault accommodation

Fault-accommodation

FDI
Supervisor VQ
automaton & Change control
6. - fault parameters or _
e ! structure to avoid the
Control . - Plant
consequences ofa
' fault.
o Input-output between
! . - controller and plant is
%, =0(x, 0 v) ) =[x, 6.u)
s o unchanged.
u=hjx_ 0 v) n u=hx, 6, u) ¥
M. Blanke 2004 Diagnosis& Fault-tolerant Control 8.
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Handling of fault - reconfiguration

* Fault reconfiguration: a sensor failure in inner loop.
* Switch to differentiating control when fault is diagnosed

ratefeedback heading feedback

@3, Ym

@3 I_, v

M. Blanke 2004 Diagnosis& Fault-tolerant Control 10.
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Handling of sensor fault by estimation

Replace faulty
measurement by
estimated value

ratefeedback

M. Blanke 2004 Diagnosis& Fault-tolerant Control 11.
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Sensor fusion subject to faults

o S el Simple sensor fusion
Y(t) =Sy 0 (1) + (T —=S)y(t)
v S is diagonal, s,; = [0,1]
u estimator 1 Yest
N »| L p
est(y) |V, Vg -
P—
u estimator 2 Yest
e sy » Faulty sensor _
measurement is replaced
 A— by an estimate, which is
u estimator 3 Yest used in the feedback loop
R—— F——
est(y) | Yy, ¥y -
M. Blanke 2004 Diagnosis& Fault-tolerant Control 12.
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Diagnosis and behaviours
M. Blanke 2004 Diagnosis& Fault-tolerant Control 13.
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Fault-tolerant versus safety problem

Variable v,

Variable y,

M. Blanke 2004 Diagnosis& Fault-tolerant Control 14.
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Fault diagnosis

Measured Measured

plentmeut pertest o Observe input-output
J behaviour to determine
whether the system is
o "normal” or "faulty”
¢ A fault diagnosis can be
achieved when redundant
information is available

Residual signals

* Results:
Ds?/csitsei;n 1. Hypothesis that a fault is
present
2. Hypothesis about which
Ty companents fault has occurred
M. Blanke 2004 Diagnosisé& Fault-tolerant Control 15.
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Running example: ship steering

S Vina h;yé}t")ir;g
rudder
angle + C .
wave ® fu,z . 0)3 (t) = b(5(t) + H (0)3 (t)))
disturbance w

v (=) +o,0)

ﬂ Bl W) =w(t)+ £, (t)
e

e Ye@=vO+ 10
m 4’? Wy, t)= 23 O+ @y )+ fw ®

[“’3
5

steering rate heading
characteristic gyro gyrol
M. Blanke 2004 Diagnosis& Fault-tolerant Control 16.
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1 Design
Sequence
Overview

M. Blanke 2004

Diagnosis& Fault-tolerant Control 17.
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Component-based Analysis

Chapter 4 in Diagnosis and Fault-tolerant Control

DANMARKS TEKMNISKE UNIVERSITET

OrstedeDTU

Contents

» Component faults / failure

Fault propagation analysis (FPA)

» Component-based description for FPA
» Exercise: Battery charger

M. Blanke 2004 Diagnosis& Fault-tolerant Control 19.
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Filling
il the tank
ﬁurka batch
Tul\ ls dean
Cleaning
tank

M. Blanke 2004
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Generic component model for a
process tank (batch process)

_[ Lewed sai-point reached

P i i ¥

Processing
> (/4( batch >

e _,.,f

"‘Pl\“ End cv{b.l ch opetason

tank

nmdumn

wasbed
J’C"‘Wlng >

Tank is emply

Tank | sww

Diagnosis& Fault-tolerant Control

Use-modes:
UMO:
UM1:
uM2:
UM3:
UM4:
UMS5:

No operation

Filling the tank
Processing batch
Emptying via normal pipe
Empty via waste outlet

Cleaning the tank

20.

DANMARKS TEK

NISKE UNIVERS

ITET

OrstedeDTU

Filling
il the tank
Start a batch
Tul\ ls dean
Cleaning
tank

M. Blanke 2004

Generic component model -

objectives

_[ Lewed sai-point reached

il T

Processing
(/4( batch >

Probiem in onn'l-on\

"‘Pl\“ End cv{b.l ch opetason
tank
nmdumn
wasbed
Emp{ylng
nclrrnal

Tank is emply

Tank | sww

Diagnosis& Fault-tolerant Control

Objectives:

0O-0: No action (um 0)

O-1: Reach full level (um 1)

0-2: Regulate temperature (um 2)
0-3: Reach empty level (um 3,4)
0-4: Clean tank (um 5)

O-5: Protect environmet

(um1,2,3,4,5)

21.

Copyright M. Blanke 2004
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Generic component model

Services are:
input-output behaviour, requests, activation conditions, resources
service ;=< consumed variables, produced variables,
procedure, request, activation condition, resources >
For component # k, service #i;
S(k) ={s; (k)i el (k)}
s, (k) = {cons, (k), prod, (k), proc, (k),regst, (k),active, (k),res; (k)}

A system has different operating modes. The normal modes
are denoted use-modes.

This leads to a FORMAL definition of a generic component

M. Blanke 2004 Diagnosis& Fault-tolerant Control 22.
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Fundamental System Properties

*Which fault-tolerant properties can a particular system obtain?
*Which faults can be handled as desired?

*Means of analysis:
Fault propagation (with severity assessment) (chapter 4)
Analysis of structure (to show available redundancy) (chapter 5)
Design of diagnostic algorithms for specific faults (chapter 6)
How to obtain fault-tolerance (how and which is better) (chapter 7)

Analysis of coverage (likelihood to recover) (research topic — not treated in the
book)

M. Blanke 2004 Diagnosis& Fault-tolerant Control 23.

Copyright M. Blanke 2004
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Paradigm for a systematic approach

Correct fundament if and only if all generic faults are included,
which have an effect on component behaviour
(behaviour is the relation between input and output)

The design is consistent when based on complete component
fault information

Our systematic approach has the following steps:

« List of end effects (on the object) (method)

< Consequence and severity of these end effects (designeer)
« List of faults to detect (method)

« Required reaction to each fault that could cause high
severity end effects (designer with support of tool)

M. Blanke 2004 Diagnosis& Fault-tolerant Control 24,
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Faults and their effects

For a chosen component (or function block): This not a common

Characterize the output signal (variable) as FMEA scheme —itis
<low, high, fluctucting, undefined> organize in FMEA information

. . organized
columns of a table (failure modes and effects matrix) conveniently for
Row entries are: <input, faults> analysis of fault
Faults are <internal faults, interface faults> propagation

turn rate .

. low high fuctuating wndefined
signal
output electric short | electric short wire defect wive defect
mput ships rate low 2hips vate supply power dismounted

. fE{:Ct : defect: unit unit
parts slectricn electrical damaged damaged
meachanical

The FMEA matriz for the rate gyro 12 defined by conadering o generc fml)i
ure of the rate gyro, which can cause any of the output signal conditions, giwer
ag input from the physical rate of turn of the ship :

M. Blanke 2004 Diagnosis& Fault-tolerant Control 25.

Copyright M. Blanke 2004
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Propagation of component failures/effects

To third level
Second level 1

analysis
El B Em
Inputs  |F1
Fz H
el : Output signals (effects)
| i from components
— i (function blocks) at
i EZ '
s — = i level one propagate to
Linit El B En Unit 7 Bl B En H .
e |0 o [ i components (function
— o . blocks) at level two
— — , according to the way
i E . components are
interconnected
Figue 21 Failwe Mode and Effect Analysis scheme illustrated graphically!
Two compenent levels are shown :
M. Blanke 2004 Diagnosis& Fault-tolerant Control 26.
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Fault propagation matrix for potentiometer

= The potentiometer has
0 voltage at pin C as output

b

| |
| |
T

1 1
1 1
| |
| |
| |
| |
| | +
| |
| |
| |
T

| |
| |
l

T

1 1
1 1
. .

T i
Not Fluctn-
: i/ ‘ i e e
- broken hr.nken
Fotentiometer Wirering I1sC Tnput ES:;I:L ::;;;;E vibration :}0;:;
Interface to potentiometer with s aE o
Ercken loese
supply range offset and current Cutput | ohort B0 | wne comze:
« w . . . . at O tion
injection into point "C” to obtain ok,
. shaft or, Wiper
adequate detectability for any fault Gorzp cloraeet | it
breken
M. Blanke 2004 Diagnosis& Fault-tolerant Control 27.
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Fault propagation matrix for potentiometer
VI Vudf vfI vh
Comp. Too low ?a‘lhzted i‘l;cgm’ Too high
F, loose wire | 0 0 1 0 effect e R S I
broken };::kgn
f3 break at C o 1 0 0 Taput :‘;“; sl‘j;;l‘;f vibraticn :1:::':
ghort .
f, shortA-B |1 0 0 0 wAE o
Ercken loose
f1 break at A 1 o 0 1 Output | short B0 ‘::ré :;x;nec-
R stuck,
i 1.0 jo0 o cop bl I
N broken
i, 0o |0 o |1
i 0 [0 |1 |o
M. Blanke 2004 Diagnosis& Fault-tolerant Control 28.
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Fault propagation as boolean expression
Fault propagation expressed as Boolean expression

A

f3

\% 0011100 ¢

Vo 0100000 ?

“— ®|f,

V, 10000001 |

v, 0001010 i'

h

_iﬂ_

M. Blanke 2004 Diagnosis& Fault-tolerant Control 29.
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Boolean mapping

Fault Propagation Analysis provides FMEA
—matrix schemes for the observable effect
of component failure:

Boolean mapping of component faults
f, € § onto end effects ¢, € &:

M: Fx¢—>{0,1k

_{1 iff =l=e, =1

v 0 otherwise

M. Blanke 2004 Diagnosis& Fault-tolerant Control

30.
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FMEA matrix representation

e, < M/ ®f, defined by

€k < (mikl /\fcil) v (mikz A fci2)""
Fault propagation

f
e, < M ®[ d }

ci-1
System FPA desctiption
e «— Mof,

M. Blanke 2004 Diagnosis& Fault-tolerant Control

Algebra for fault propagation analysis

31.

Copyright M. Blanke 2004
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Reverse analysis
System FPA description
e —M®o®f,
Reverse analysis through the coding set M'
a) f < M" ©e defined by
fo—(e,=my)a(e,=m,)A...
is applied to licate a single faults but mai fall
short if there are simultaneous faults
b) f < M' ®e defined by
fy (M aeg)v(m, Aeg,)....
is more conservative but can work for simultaneous faults

M. Blanke 2004 Diagnosis& Fault-tolerant Control 32.
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Reverse analysis — potentiometer case

f. < M" ®e defined by
f, —(e,amy)v(e,am,)v...

f, 0010
f, 0100
VI
f, 1000
Vudf
j<|1 00 1@
i 1000 !
. Vh
i, 0001
i,|] [0 0 1 0]
M. Blanke 2004 Diagnosis& Fault-tolerant Control 33.
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Connection of components

Connection of two components:
note f., could be composed by <f,,i,...>

) f,
e, «—|M,® ® =
O Ml fcl

fcz
&, < [M,,M, ®M,]|® .
cl

It is easy to obtain a propagation matrix for the total system.

Given a list of all component faults we get the complete set of
end effects.

This method is inherently correct !

M. Blanke 2004 Diagnosis& Fault-tolerant Control 34.
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Closed loop problem

» Logical closed loops pose special
problems

» Be aware there is a difficulty

M. Blanke 2004 Diagnosis& Fault-tolerant Control 35.

Copyright M. Blanke 2004
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Temperature control with motor driven valve

Computer

M. Blanke 2004

Plant @

Filter Unit

To Mam Engine

From Heat Exchange Subsysterm

Diagnosis& Fault-tolerant Control

40.

DANMARKS TEKMNISKE UNIVERSITET

OrstedeDTU
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Relav controlled valve motor

AC

Potentiometer

. oA

.

| B -
Lirnit

Schwitches

Figure 4 4: Operation of 3-way valve actuator with relay operated induction mo—i
tor  Abbraviations ara’ oopen, cclose, sstop, HTR Heater, LS Limit Switch;

T8 Torcue Switch.

Diagnosis& Fault-tolerant Control

41.

Copyright M. Blanke 2004
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Fault propagation for valve motor loop

<Example: position control
loop for a valve.

eIncludes potentiometer

feedback (position) and limit
switches (end stop detection)

*A fault in a limit switch will
propagate as shown with bold
line

=We could stop the
propagation of the fault where

the red lines begin.

The means is fault detection
and accommodation.

M. Blanke 2004 Diagnosis& Fault-tolerant Control

42.
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Analysis based on structure

Sections 5.1 — 5.3, pp 99-122

Copyright M. Blanke 2004
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Design
Sequence
Overview

M. Blanke 2004 Diagnosis& Fault-tolerant Control 44,
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What is a graph

Citations on graph theory in this lecture are from
Shaum's outlines: Graph Theory by V. K. Balakrishnan,
McGraw-Hill, 1997.

"A graph G consists of a set of Vertices
and a collection E of pairs of vertices called edges

A graph is symbolically represented as G = (V, E).

The order of a graph is its number of vertices,
the size of a graph is the number of its edges."

M. Blanke 2004 Diagnosisé& Fault-tolerant Control 45,

Copyright M. Blanke 2004
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Digraph for linear system

Example 5.2 Graph represented as the
o d incidence matrix:
C iX, =—X,
dt u X, X, X X,
C, X, =ax, c, 01 0 1 O
_ d c, 001 1 O
CyiX, =—X,
dt c, 001 0 1
C,: X, =bx, +cx, +du c. 11 1 0 1

M. Blanke 2004 Diagnosis& Fault-tolerant Control 46.
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Bipartite graph

Graph represented as Or drawn as a bipartite graph:
incidence matrix:
Uu X X, X X,
¢c, 01 0 1 O
hetis QOO ®O
, 00 1 0 1 L\
11 1 0 1 .

"A simple graph is one with no parallel edges and loops.

A bipartite graph is a simple graph in which the set of
vertices can be patrtitioned into two sets such that every

edge is between a vertex in C and a vertex in Z: G=(C,Z,E)."

M. Blanke 2004 Diagnosis& Fault-tolerant Control 47.
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Structural Model

Consider : x(t) = g(x(t),u(t),0)

y(t) = h(x(t),u(t),0)
Behaviour of a model: (C,Z) with
Z={z,,z,,..z,} are variables and parameters: Z=xuuuyué
C ={c,...c,,} a set of constraints: C=guh where
g is the set of differential constraints: x;(t) —g;(x(t),u(t),8),i =1...,n
h is measurement constraints: y;(t) —g;(x(t),u(t),0),i =1...,p
Definition 5.3:
The structural model of the system (C,Z) is a bi-partite graph
(C, Z, E) where E « Cx Z is the set of edges defined by:
(ci,z;) e E if the variable z; appears in constraint c;

M. Blanke 2004 Diagnosis& Fault-tolerant Control 48.
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Structure Graph

A graph-based technique where —
principal relations between variables

express the system'’s properties.

Measured and controlled quantities

in the system are related to variables

through functional relations, which

need not be explicitly stated. The

user specifies a list of these relations

that together describe the AN
functionality of the system P T T Y X
considered. A list of such variables
and functional relations constitute the
system'’s structure graph.

Control input

Measured

M. Blanke 2004 Diagnosis& Fault-tolerant Control 49.

Structural analysis —— a

Copyright M. Blanke 2004
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A Fault is a Violation of a Constraint

Faults —

Normal operation means all NARRMN >
functional relations are intact for ! "
the system. Should faults occur,
one or more functional relations
cease to be valid. In the structure
graph, one or more nodes of the
graph will disappear when a fault
occurs.

dq;'éxpo

SaTool is an implementation of structural analysis theory. It will analyze a
structure graph and provide knowledge about fundamental properties of
the system in normal and faulty conditions.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 50.
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Single tank system example 5.3

Tank ¢t h(®) = a®-g,)
Input valve c,: q(t) = au(t)
Output pipe c;: q,(t) = kyh(t)
Level sensor c,: y(t) = h(t)

1ify(t)<h
Control algorithm ¢, : u(t) = iy ( )<_ 0

0 otherwise
differential constraint: ¢, : h(t) = an() ult) l

dt parameter r qt)

hy algorithm Tank

(1)
M. Blanke 2004 Diagnosis& Fault-tolerant Control 51.

Copyright M. Blanke 2004
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Single tank system example 5.3

¢t h(t)=qt)-q,®) PRV
G, G)=aul® Th c, 0 2), 01 ji go
¢yt q,(0)=kyh(D) hree 6 10001 0
c,: y(®=h() views c, 00100 1
o uy=it TYO<h c, 01 100 0

0 otherwise c
c, h(t):dh(t) ¢ 00110 0

dt )

parameter r
aft)

M. Blanke 2004 Diagnosis& Fault-tolerant Control 52.
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Example 5.3: tank system

0 uy hhaq q
C c, 00011 1
e @ c, 1 0001 0
c, 00100 1
[ Cs
c, 01 100 0
Oan0) c
c, ¢, 00110 0

Every column in the incidence matrix corresponds to a circle vertex.
Every row corresponds to a bar vertex in the bipartite graph.

M. Blanke 2004 Diagnosis& Fault-tolerant Control

53.

Copyright M. Blanke 2004
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Complete matching

=]

A matching M is a subset of edges such that
no edge have common node (neither in C nor in X).
Let [M| be number of edges in M, then [M| < min(|C|,|X|)

K: known
0
B
X: unknown

=

c, ;
G,
U g-——"
Cy
y -
C4
[ h

Incomplete in X and C A matching is COmplete in

2 9 2 a X if [M|=X.

%2 o 2 Itis complete in C if [M|=|[C|.
il 9, il 9

c; s
— h y e—_ h

& “ Figure: One incomplete and

s h ¢ n  two complete matchings in X

for the tank example.
Complete in X - c, is unmatched Complete in X - ¢, is unmatched

M. Blanke 2004 Diagnosis& Fault-tolerant Control 54,
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Unmatched constraint

Cs Cc,
C;’Q>/VI
H/_/
I parity relation
M. Blanke 2004 Diagnosis& Fault-tolerant Control 55.

Copyright M. Blanke 2004
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Matching on the single tank

Matching 1 Matching 2 Matching 3
T p
;02 c,
@ () ()
o L
hd YD
G-
. _}_4 e
y 0 y
M. Blanke 2004 Diagnosis& Fault-tolerant Control 56.
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The ranking algorithm to find
matchings

1. Mark all known variables The principle of a _matching
2. Find all constraints with algorithm: start with a known

one unmatched variable. variable.

Mark these and the Successively calculate unknown

corresponding variables. variables using the constraints
3. If there exist unmarked

constraints with all
variables marked, flag
these.

4, Continue

M. Blanke 2004 Diagnosis& Fault-tolerant Control 57.
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Ranking Algorithm

Given: incidence matrix or structure graph

1. Mark all known variables, i = 0.

2. Find all constraints with exactly one unmarked variable.
Associate rank i with these constraints.

Mark these constraints and the associated variable.

3. If there are unmarked constraints whose variables are
all marked, mark them and connect them with the pseudo-
variable zero.

4.seti=i+l

5. if there are unmarked variables or constraints, continue
with step 2.

Result: Ranking of the constraints.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 58.
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Non invertible constraints

I /— X, = ¢(x;)

RV Ve

a) b) c)

M. Blanke 2004 Diagnosis& Fault-tolerant Control 59.
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Differential and integral constraints

Differential constraint &
Differential constraint
- dh
Ce h=—
dt
Integral constraint o

t o Cq Inte_gtal con straint
Cg : h(t) = I h(r)dz + h(0) requires initial value
0

M. Blanke 2004 Diagnosis& Fault-tolerant Control 60.
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Differential loop

Consider loops in
the oriented graph
associated with
matching.

General form of differential loop
z, =9(x,.6,u)
_dx
T
Unique solution only
if X, (0) is known

M. Blanke 2004 Diagnosis& Fault-tolerant Control 61.
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Dealing with loops

Example 5.15: ¢
c,: ay,+bx +cx,=0 @
C,: ay,+ X +yx,=0
has the incidence matrix e
Yi Y2 X X o
¢c, 1 0 1 1
c, 01 1 1

Note: Solvability condition: by-cg = 0
can't be seen from structure properties.

M. Blanke 2004 Diagnosis& Fault-tolerant Control

62.
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Loops: condense into single node

Algebraic loop
Example 5.15:
c,: ay,+bx +cx,=0
C,: ay,+ X +yx,=0

Condense the two equations to:
c/: ay,+ay,+(b+pB)x +(c+y)x, =0

yl y2 Xl X2
1 1 1 1

M. Blanke 2004 Diagnosis& Fault-tolerant Control

63.
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Dealing with loops

» Graphs are oriented while Matching is performed.

» Loops can often be reduced:
— Algebraic loops by re-formulation of the problem

— Differential loops if initial condition is known (or can be
estimated)

— Loops with non-invertible coefficients (use manifold of
solutions if solutions exist)

M. Blanke 2004 Diagnosis& Fault-tolerant Control 64.
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Development cycle using SaTool

SaTool supports:

Define System Load/save model

*Define system structure

*Analyse structure graph

*Show results
*Modify system

¢[_oad/save models

«Save/print results

Print results.

Save output

M. Blanke 2004 Diagnosis& Fault-tolerant Control 65.
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SaTool — A tool for Structural
Analysis
Features

» Matlab ® based (version 6.5 or later)
» Graphical representation of structure as a graph
» Easy point and click manipulation of system structure
» Matching by ranking
» Backtracing
— Recursive algorithm

Matlab ® is a trademark of the Math Works Inc. USA.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 66.
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SaTool - enter system
‘ SaTool
—— — (ref: Lorentzen and
3 e | - Blanke, 2004)
Analyse system
e 5 structure
Pﬂ
Automatic generation of
. e parity relations for
4 J diagnosis
[
£l Cmanlpom| G| .
M. Blanke 2004 Diagnosis& Fault-tolerant Control 67.
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Formulation for structural analysis

Constraints for ship steering example Known variables

C,:ay(t) =b(S(t) + H (s (1)) & ruddder angle
c, y(t)=w,t)+a,(t) v,, headinggyro 1
C W m () =v(1) ¥, heading gyro 2
Cp W () =w(t) o, turn rate gyro
¢ wy, () =a,(t) + o, (t) H anon-linear function of m,
do, . Unknown variables
C - el a,(t) .
t @, physical turn rate
c, :d_‘// —y(t) w physical heading
dt o, distrurbance from waves
M. Blanke 2004 Diagnosis& Fault-tolerant Control 68.
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The Constraint Editor

ot Ve [ i

r
 S— )

L e | st
I —
o
=
= C-lllu—' O
M. Blanke 2004 Diagnosis& Fault-tolerant Control 69.
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SaTool - analyse system

______ . Graphical and text based
e output.

Shows fundamental
properties:
- Which faults can not be detected

- Which faults can not be isolated

- Which parity relations need be used
to diagnose a particular fault

- What can be done if a particular
constraint is violated (fault occurred)

M. Blanke 2004 Diagnosis& Fault-tolerant Control 71.
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View the results (1)

» Select a parity equation from the dropdown menu

File Edit Analyze Redraw Results Help

Diomain Parity Equation
Al [ =l

* Result
— Parity Relation
— Included variables yellow

M. Blanke 2004 Diagnosis& Fault-tolerant Control 72.
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Press Results:

— The matlab 4
editor opens and
shows the results

M. Blanke 2004
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Viewing the results

Diagnosis& Fault-tolerant Control 74.
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Results

* Reachability

— Requirement for observability
« Controllability

» Parity relations
— Which relations exists

» Detectability

* [solability

— Can | reach the unknown variables from the known variables

— Can | reach the unknown variables from the input variables

— Which faults can be detected with the found parity relations

— Which faults can be isolated with the found parity relations

M. Blanke 2004 Diagnosis& Fault-tolerant Control

75.
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fault

Fie [Edt Anslyze Redraw Results
Add 3
Delete 4
Move »

Rename node

v Variable namgnm‘nﬂ’

— Click on a node to disable it
— Perform a new analysis

faults

Investigate the effect of a structural

< Faults can be modeled by disabling nodes
— Select Disable Node from the edit menu

* The result shows if the system can be reconfigured in case of

M. Blanke 2004 Diagnosis& Fault-tolerant Control

76.
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M. Blanke 2004 Diagnosis& Fault-tolerant Control 77.
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Results for Diagnosis

SaTool provides automatically generated (nonlinear) parity relations.
Use these as residual generators

rt) =g(c (X.,K))

r =0 when constraints in g are valid

r =0 when constraints in g are violated

In order to investigate dynamic properties, we wish to analyse the
case of linear parity relations.

Problem: given a linear system

Determine: a residual generator

M. Blanke 2004 Diagnosis& Fault-tolerant Control 78.
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Design Sequence
Overview

M. Blanke 2004 Diagnosis& Fault-tolerant Control 79.
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Design of residual generataors

Chapter 6.1-6.3
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Design of residual generator -
notation and general model

X(t) =g(X(),u),d@®), f1),  x(0)=x,
y() =h(X(),u(),d(), (1))

« x be a state vector - velocity position, turn rates and angles
e u be a control signal, e.g. rudder angle, propeller thrust

« y be a vector of measured quantities

» ffaults represented as a vector and

* d be disturbances

M. Blanke 2004 Diagnosis& Fault-tolerant Control 81.
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Detailed design of fault diagnosis

Linear case:
Let variables without a bar denote deviation from the
point of linearization, x(t) =x(t) —X,(t)

() = Ax(0) + Bu(t) + E d(t) + E£(t),  x(0)=0
y(t) = Cx(t) + Du(t) + E,d(t) + F £ ()

M. Blanke 2004 Diagnosis& Fault-tolerant Control 82.
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Fault detection - detectability

Problem (6.1)

Given a model of the process, determine a stable
residual generator such that:

- With no fault (f(t)=0) r(t) - 0

- r(t) is affected by f(t)

Or:

vt,u(t),d(t),x(0),z(0): f()=0= r(t) >0

It r) =0« 3t f(t) =0

M. Blanke 2004 Diagnosis& Fault-tolerant Control 83.

DANMARKS TEKMNISKE UNIVERSITET

Drsted=DTU
Residual generator
dis)
— " Hyd(S)
f(s) " )
s y(s
— Hw(s) +=<‘\‘
u(s)
H(s)
V.,(8) > - Vry(s) |
r(s)
M. Blanke 2004 Diagnosis& Fault-tolerant Control 85.
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Residual generator design

Residual generator
r(s) =V, (s)u(s) + v, (s)y(s) =

r(s) = (Vi () + V,y ()H,, (5) )u(s) + V,, ()H,, (5)d(s)
+V, (S)H,, (5)x(0) + V,, (S)H,, (S)f(5)

Design goal: make r(s) independent of u(s) and d(s)

We desire V, (s)H,; (s) # 0 but it is not guaranteed that
this can be achieved with this design goal.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 86.
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Residual generator - parity space approach

The problem is to make r(s) independent of u(s) and d(s) :
(Vi (8)+ V,, (8)H,, (5) Ju(s) + Vi, (S)H,, (s)d(s) = 0

=
Hyu(s) Hyd
(Vy(s) Vi, (s))( o ]=o

This problem has the form:
given A(s), find all x(s) that satisfy x(S)A(s)=0

M. Blanke 2004 Diagnosis& Fault-tolerant Control 87.
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Nullspace design of residual generator

Let (Hyu (S) Hyd (S)
I 0

Algorithm:

1. Find the nullspace N, of H(s)

2. Determine(V,,(s)  V,,(s)) < N, (Fi(s))
3. Let F(s)=(V,,(s) V()

)= H) = S A

4. Let a residual generator be r(S)=iQ(s)F(s)[)I(S)J
p(s) u(s)

where p(s) is a stable, scalar polynomial to make %Q(S)F(S) causal

Q(s) is "arbitrary", nonzero.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 89.
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Ship example: gyro fault diagnosis
nist\lnjr?::nce @,
I
+ +
* f;{ +
o, ¥
steering rate heading
characteristic measurement measurement
M. Blanke 2004 Diagnosis& Fault-tolerant Control 90.
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Ship example continued
@, = b(d+H(a,,0))
Vo= W, + @,
oH

Y = y +f, and = H,<0] = stable

Oy = @+, +T, ' r=0

5. = 5
M. Blanke 2004 Diagnosis& Fault-tolerant Control 91.
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Example: Heading and rate measurements
bs s(s—bh)
b s—b
H(s)=; ( n) , bh <0
s(s—bh)) b (s—bh)
s(s—bh)) 0
has the left nullspace basis
-1 s 00
F(s) = 1
s\l-1 0 s O
M. Blanke 2004 Diagnosis& Fault-tolerant Control 92.
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Ship example continued
Measurements are rate gyro + gyro angle
el
= ~ = a)3w +
e, Wo—w | ST f,
Insensitivity to wave input:

rl(s):W(s)L%l} =0= W(s):[-s'l 1] and

r(s)=f, -s7f,

M. Blanke 2004 Diagnosis& Fault-tolerant Control 93.
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Residual generator

Residual generator

1) gy [*9) - 0
2D qere 20 |- (v, Vo)1

Residual generator for the specific case

w3m (S)

(rl(s)j:% 10 0 wy(s)
rz(s) 0 1 _1 0 Wgz()s)
s

A "natural” choice that is independent of ship's dynamics

M. Blanke 2004 Diagnosis& Fault-tolerant Control 94,
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Response to faults

Residual response to faults and initial condition

_i Hyf (S) ny (S) f(s)
r(s) = IO(S)Q(S)F(S)[ 0 0 ][ X, j

In the spscific case

1 f,(s)
(rl(s)J 15 -1 0 o) |+ (0 1](% (0)
r2 (S) 0 1 _1 O 0 l//(O)

f,2(s)

M. Blanke 2004 Diagnosis& Fault-tolerant Control

}
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1
H (S) = g 0
0 1 -1

f, isolated = fw(s)=sr1(s)
f,, isolated = f,l,l(s) =0.5(r,(s)-1.(s))

f,, isolated = f,,(s)=r,(s)

M. Blanke 2004 Diagnosis& Fault-tolerant Control

Fault estimation given isolation

96.
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Change Detection

Diagnosis and fault-tolerant control
Section 6.4

DANMARKS TEKNISKE UNIVERSITET
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Design Sequence
Overview

=

M. Blanke 2004 Diagnosisé& Fault-tolerant Control 98.
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Log-likelihood ratio

Giuss distributions pir) = Mg 0p) 8nd pir) = N, 0,

—enemoorin| | o '
it ; HOZNEELD | Log likelihood ratio
' for an observation r(i):
012
\ Ny _ 1 PUr() [ 6)
L, o1 \ s(r(i)) =In———~
; | p(r ()16,
g o189 " The two distributions are
£ o o PULe,) { given because ¢, and 6,
004 —\ ' . are our hypotheses for
wl ! fault and no fault,
respectively.
‘2 D;“ 5 10
Argument 1
M. Blanke 2004 Diagnosis& Fault-tolerant Control 99.
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Cusum detection

The cumulative sum (CUSUM) is a summation of the
log-likelihood ratio

S() = Y s(k)

The CUSUM will integrate up when s>0 and down for s<0.
When S pass a threshold, a decision can be taken about the
hypotheses: normal condition - faulty condition.

The decision to decide between 6, and 6, is

accept ¢, when S<a

accept 6, when Sxh

continue to observe and test whena <S <h

M. Blanke 2004 Diagnosis& Fault-tolerant Control 100.
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hypothesis 6,

— 1 _(ri _/uo)2
p(r, IHO)—Gomexp( 207 J

The log likelihood ratio is then

S, = |I’I(—p(ri |01)j o (I _,Uo)2 _ (r _:u1)2

=In—+ 5 5
p(r | 6) Oy 20, 20y

M. Blanke 2004 Diagnosis& Fault-tolerant Control

Recursive cusum — gaussian residual

Assume a Gaussian distribution if the residual r = N(z,,07),
i.e. with mean g, and variance o7, when there is no fault,

The fulaty condition, hypothesis 6,, has r. = N(g,,c7)

101.
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and after the fault, the log-likelihood ratio is then
s = (/ul_,uo)z (I’ _ Hy +/U1J

i o’ 2

and after the fault, the log-likelihood ratio is then

2 2

Oy , 01 — 0y 2

Si =In—+ 2 2 (ri _,Ll)
Oy 0,0,

M. Blanke 2004 Diagnosis& Fault-tolerant Control

Recursive cusum — specific change

Problem 1. Given r=N(u,c?), let a fault imply a change
in mean from g, to 4, with unchanged variance o before

Problem 2: Given r=N(x,c?), let a fault imply a change
in variance from o7 to o7, with unchanged mean y before

102.
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Different uses of the CUSUM tests

CUSUM testing can be made in a number of ways. We treat
sequential and recursive approaches (2 and 3 are equivalent).

Observe that condition "fault” means g(k) will increase, "no-fault”
will make g(k) decrease.

1. Compute g(k) until an upper or lower limit is reached. No
hypothesis can be made until either limit is reached. This is a
sequential test.

2. Compute g(k) and store g,,,= min(g(k)). If g(k)- 9., > h
hypothesis 6, is assumed. Otherwise 6, .

3. Let g(k)=max(g(k),0) and stop test when a threshold h is
reached. Assume "no-fault” until h is reached. Recursive test.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 103.
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Sequential test and the cusum function

Sequential cusum test for change in mean:

g(k) = g(k —1) + L2 =Ho (r (k) - 220
o 2

20 40 60 80 100

M. Blanke 2004 Diagnosis& Fault-tolerant Control 104.
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Sequential test

Test between two hypotheses:
0,: mean value is u,, ¢,: mean value is z,

Algorithm for sequential test:
- +
9(k) = g(k ~D)+ B (k) - 25
if (9(k) < a), g, istrue; g(k) = 0O; end,

if (9(k) > h), @& istrue;g(k) = 0O; end,

M. Blanke 2004 Diagnosis& Fault-tolerant Control 105.
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Choice of limits for hypothesis test

With two limits for the hypothesis test a and h,

these can be chosen to give specified probabilities for false
alarm and missed detection

P; : false detection propability

P..: missed detection propability

; 1-P P
Decker’s result: Choose h =In(—%), a =In(—%)
P, 1-P.
M. Blanke 2004 Diagnosis& Fault-tolerant Control 106.

Copyright M. Blanke 2004 49



Ancona Socrates Lectures July 6, 2004

DANMARKS TEKMNISKE UNIVERSITET

OrstedeDTU

Recursive form of CUSUM

Cumulative sum for recursive change detection:

g(k) = max[o,g(k —1)+L2’u°(r(k)_m)J
o 2

0 20 40 60 80 100

M. Blanke 2004 Diagnosis& Fault-tolerant Control 107.
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Cusum test — change of test value
0.4 1000
0.35
800F
0.3
0.25 600
0.2
4001
0.15
0.1 200
0.05
95 0/ 5 10 % 200 400 600 800 1000
The test quantity is %(,uo +11,). The "gain” is ‘ul;zﬂ"
o
Fig. 6.11 shows sensitivity to change in test quantity.
M. Blanke 2004 Diagnosis& Fault-tolerant Control 108.

Copyright M. Blanke 2004 50



Ancona

Socrates Lectures July 6, 2004

DANMARKS TEKMNISKE UNIVERSITET

Orsted=DTU

Time to detect and time between false
alarms - Average Run Length (ARL)

Let a signal z(k) have mean x_ and variance o”.
The time it takes to reach h is I:(,us,o-,h) =

2
7 (exp(-(z.o%m 2.2232iD + [z.okiu 2.2232&j —1} 1, #0
2u o o o o

S

h 2
(—+1.1166] . w4 =0
o

With x, = 4, the ARL is the average time to detect:
With u, = u,, the ARL is the average time between false alarms.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 109.
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Mean and variance for cusum test

The CUSUM test for a mean value change was

M H Mt H .
s(r)= r - ;
(|) O'Z (I 2 j

(Iul — Hy )2
202

EEE{(s(n)—us)z}J“ff—f“’)z

/us = Eyo {S(r| )} ="
IfE {ri} = Ho»

(o)

(14— )
267

o= E{(S(Z)_ﬂs)z} z(ﬂl;—zﬂof

u =E, {s(2)} =
IFE{r} =1,

M. Blanke 2004 Diagnosis& Fault-tolerant Control 110.
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ARL for the CUSUM

For the case of fault

(- 1) (= 11,)’
2% o’

fdetectzl:(:usvas, h) = |:(

mean time to detect.

h)is

For the case of no-fault

(1) (1= 11,)°

2 ’ 2
20 o

ffalse alarmzl: (lus’ O-S’ h) = I:(-

mean time between false alarms.

This result is a key design parameter.

Diagnosis& Fault-tolerant Control

) is

111.
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ARL for CUSUM

Design procedure:
Given u, — i, and o2,

- determine h to give small low 74, (3-20 samples)

- check that false alarm time is 10°- 10° samples or more.

If design objective is not met,
- decrease ¢ (filter) and/or
- increase g,

The last step means to make the detector less sensitive,

larger size of fault is deeded for detection.

Diagnosis& Fault-tolerant Control

112.
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Change detection - unknown
magnitude of fault

The Generalized Likelihood Ratio test

DANMARKS TEKMNISKE UNIVERSITET
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Change of unknown magnitude

Given: the magnitude of a change in mean is unknown.

Assume a hypothetical change instant j, then we would have

o pa((i)
S¥6)=> I
1O =2 )

Estimate both the instant of change, I?O, and the magnitude, él.

L A\ _ k
(ky.6;) =arg {gn% max S (91)}
Decision GLR (generalised likelihood test) function is
_ K
g(k) = maxmax 5;(6,)

M. Blanke 2004 Diagnosis& Fault-tolerant Control 115.
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GLR test for unknown magnitude
k 1 —
For Gaussian signals, S! (z4) =Y In pf’l(z('_)) = H 2'”0 3
5 Pao(z(1))
osk
Maximum with respect to z, = M=O
Oy
53?(#1):izk:( o)t ﬂoj -t k=j+1_
o, o’t 2 o’ 2
k K 7 k— i
= 302 ()Y =0
k k—j+1 . k—j+1
Z ( )T—(M—ﬂo) 2 =0
L0
= k—j+15
M. Blanke 2004 Diagnosis& Fault-tolerant Control

2 [Z(I)_lul-;/uoj

116.
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71 k

— I+ .
Sh () = P Z[z(n) —%j and i, =

K 1 1 ko
Sj (44) =?(k— j +1ZZ(|)_/‘0]Z( ()__[

i=] i=]

Kk k k
note that Z;ZZ(i)zfg(i), and 1
Sk-jHE G k—j+1&

GLR test for unknown mean after change

k—j+11

k
D" Ho = 11y, hence
=

k k
S (14) = (Z (2()- uoj [Z (20) - )
‘ 2
k) = i is the GLR decision function
a(k) = 20 max. — [Z 2(i) - yoj
M. Blanke 2004 Diagnosis& Fault-tolerant Control

J
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g(k)=—

M. Blanke 2004

GLR test for unknown mean after change

Sequential GLR test using a record of length M:
Choose M equal to or larger than the maximum detection deley

2
1 k )
T‘Zkfm%gk k—j _,_1(2(2(0_:“0)}
Accept H, ifg(k)<h
Accept H, if g(k) >h

2
. . 1 1 k .
Estimated change occurrence j, = arg{zt72 . max_ — +1[Z(Z(I) — iy )] }

Estimated magnitude of change s, =

i=]j

i=j
k

1 .
20

0 i=jo

Diagnosis& Fault-tolerant Control 118.
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k

Dz

i=]
9(8);s.5
9(9) 6.0
9(10);_7.10
9(11);5.4
9(12) ;61

M. Blanke 2004

Sequential GLR test with record length M

"Fake" example with M = 4, ¢ =0.5.
Startatk =8, j <[k —M k]

oo o o0 2 2 2 2 2 2
5 6 7 8 9 10 11 12 13 14

00 0O 0 2 4 6

00 O 0
1 133 2
4~ 533 8 4
9 12 8 4
16 12 8 4

Diagnosis& Fault-tolerant Control 119.
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Change detection

Vector residual

DANMARKS TEKMNISKE UNIVERSITET

Orsted=DTU

Change detection for vector residual

» Thus far, change detection was considered for scalar
signals.

* When a residual vector is available, the effect of a
particular fault may appear in seveal components of
the residual.

» Itis advantagageous for diagnosis to consider the
entire signature a fault will make in the components
of the residual vector.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 121.
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Vector valued residual

n

r
Given: A residual vector r(k) =| ?

r

n

When a fault occurs it has a

fl
1 1 0 ¢
signature in the residual, e.g. r(k)=|-1 1 .. 1| °
1 -1 -1
fN
Problem: How can we distinguish f, from f,
M. Blanke 2004 Diagnosis& Fault-tolerant Control 122.

DANMARKS TEKMNISKE UNIVERSITET

OrstedeDTU

Gaussian random vector process

If the random process is vector valued x(t) of dimension n,
1 x—n) Q' (x—
o(x) = n exp(— XM 2 (x=p)y
(27) det(Q)
where Q is the covariance Q=E {(x—p)' (x—p)} and

p is the mean value p = E{x}.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 123.
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Two dimensional case

M. Blanke 2004 Diagnosis& Fault-tolerant Control 124,
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Change detection with vector residual

Known (assumed) magnitude (vector) is caused by the fault:
Hypothesis 6, : Distribution is N(u,, Q)

Hypothesis ¢, : Distribution is N(u,, Q) up to time i<k, but
distribution is N(u,,Q) for time i >k, .

Problem: diagnose whether has changed by a known mean vector.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 125.
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Known [, Vector — cusum vector case

s(zk)=|nﬁ:
pno
1 T 1 T :
S(Zk):_z(zk_pj) Q (Zk—ul)+5(zk—u0) Q*'(z,—n,) isscalar

1 - - 1
(MO Q)2

- %("IQ_lzk + (ZIQ_ll‘l)T )_%("EQ_lzk + (ZIQ_luo )T )_%("IQ_lul - qu_luo)

) PN
(MQ 2+ 7 Q 7, ) =S W QI + 5 Q7R

= (] - 12)Q 2, =2 (] )@ () =

s(z,) =~ (1, — 1) Q' (2, —+(py +n,)) is scalar
Scalar decision function: g (k) = max (0, g(k-1)+s(z,))

M. Blanke 2004 Diagnosis& Fault-tolerant Control 126.
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Known dynamic profile and magnitude

Hypothesis H, : Distribution is N(u,,Q)
Hypothesis H, : Distribution is N(u,,Q) up to time i<k, but
distribution is N(u, +p(i - k,),Q) for time i > k,

where p(i - k,) is a knovn vector profile.

Problem: diagnose a known profile
of known magnitude (fault signature in the residual vector).

M. Blanke 2004 Diagnosis& Fault-tolerant Control 127.
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Known dynamic profile and magnitude

A decision function is again derived from the sum of
the log-likelihood ratio
st P Mo Rl = 1)

= P(z; | H,)

1 C T At o
—52.(2 —H—p(i= 1) Q7 (2 ~H, —p(i - )

i=j

+% 4 (z-1o)) Q7 (2, 1))

St =Y P (- Q2 ) -5 2P (- QPG - )

M. Blanke 2004 Diagnosis& Fault-tolerant Control 128.
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Design Sequence
Overview

=

M. Blanke 2004 Diagnosisé& Fault-tolerant Control 132.
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Chapter 7.1-7.3

Socrates Lectures July 6, 2004

ITET

Fault-tolerant control
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Structure of Plant + Controller

Diagnosis
Supervisor ¥,(? T
automaton —~C Nl d
G,0 G O -fault
y +
Control Plant
cy
0
¥ : L I I‘p
%, =0(x,.0,.v) Y &, = flz,.6, u) X, |
u=hix0_¥y) W o= FriI[J'F_l’JI___M ¥y

M. Blanke 2004

Diagnosis& Fault-tolerant Control

ITET

The standard
control problem

Objective: O
Structure: S
Parameters: &
Control law:; U

The control problem:

Solve (0,8,6,U)

A system with control is a hybrid entity. The system can be
changed by events, some of which are faults. We may change
the controller and/or the system by action of a supervisor.

134.
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Diagnosis -> Fault-tolerant

» Diagnosis ¢ Fault-tolerant methods
* Fault detection * Assess estimated structure
» Fault isolation * Is diagnosis unambiguous,
» Evaluation to get confirmed — determine fault-
hypothesis accommodation action
« Fault estimation * Ifnot,
— react according to highest
severity
— accommodate both/all possible
scenarios

» Reconfigure in time

M. Blanke 2004 Diagnosis& Fault-tolerant Control 135.
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Standard control problem - example

Objective:
Obtain bandwidth > 2 rad/s, loop damping > 0.2
load suppression better than 0.5 of nominal in range [0, 0.5] rad/s,

Speed control Paosition control

k kK,
s?+kkgs +kokk,

Compare with standard form

0(s)=——7—"——06,(s
©) s° +26w,5+ @}  (5)

9(5) = eref (S)

2
@y

gear

drive i

M. Blanke 2004 Diagnosis& Fault-tolerant Control 136.
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Standard control problem - example

Solution:
Bandwidth >= 2 rad/s, loop damping >= 0.2
load suppression better than 0.5 of nominal in range [0, 0.5] rad/s,

Steady state error due to fixed value of Q, is

lim (06, )= Q

1
Nominal solution: U @i, =k, (kp (64 -0,)-n, );
Choose ¢=0.5 as nominal value.

L5 1k -atik =k,
k' k K,
1

Control error is is -6, — 1[2]QI fort > oo
4\ o

ref
b

Diagnosis& Fault-tolerant Control

137.
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Handling of fault - reconfiguration

¢ Fault reconfiguration: a sensor failure in inner loop.
« Switch to differentiating control when fault is diagnosed

Speed control Pasition control

M. Blanke 2004

Diagnosis& Fault-tolerant Control

138.
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The real thing

By courtesy from C. Thybo

M. Blanke 2004 Diagnosis& Fault-tolerant Control M

Counter weight

A stop using the emergency brake subjects the
structure to large stresses. An x-ray
certification is required after each emergency
stop. Graceful degradation pays off - a potential
application for fault-tolerant control.

DANMAREKS

TEKNISKE UNIVERSITET
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Handling of faults — Induction Motor

. Stator Rotor
« High performance controller current ¢ flux
that needs several sensor i __..-\‘“ m
inputs is replaced (at run
: Rotor
time) angle
xu&emz Zp(’)m
Stator axis

M. Blanke 2004 Diagnosis& Fault-tolerant Control M

* Flux vector control - high
performance, measurement needed
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Handling of sensor faults — induction motor

. Load
» High performance controller

that needs several sensor
inputs is replaced (at run
time) with scalar control that
can run with remaining (,0Set +, — (Dactual
sensors but with reduced
performance

e Scalar control - low
performance, no sensors

M. Blanke 2004 Diagnosis& Fault-tolerant Control M
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Fault-tolerance against sensor faults

Chapter 7.1 - 7.2
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Handling of sensor faults by reconfiguration

Reconfiguration: Failed sensor
measurement is replaced by an o , Plant

u Yoo =V1.¥20¥3]

estimate, which is used in the

feedback loop (—/

timator 1 Yest
R NN Ry [ NN

Y = (1_ H (fk ))Yk +H (fk )Y(fk ) et ¥y Yo
Condition for observer k to exist v
(Alcy,...¢1,C 1€,y ]) is Observable u estimator 2 e

) > est) 1%y, Yoo
where c, is a column of C
If not fully observable, the unobservable _

u estimator 3 Yest
subsystem must at least be stable T sty |y Yy o
M. Blanke 2004 Diagnosis& Fault-tolerant Control 143.

DANMARKS TEKMNISKE UNIVERSITET

OrstedsDTU
Handling of sensor fault by output
estimation

M. Blanke 2004 Diagnosis& Fault-tolerant Control

144,
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Application - marine navigation

) Navigation
Computer
P(Y) GPS/
a DGPS

Position and velocity sensor

I:IQ a
input for NavCom e mmm—

A

2

(=]

=
L

—
L’/
————

M. Blanke 2004 Diagnosis& Fault-tolerant Control 145.
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Application to marine navigation

Navigation computer to make fault-tolerant sensor fusion for
Inertial navigation units
GPS receivers (L1,L2) and diff. GPS and L1 only types
Ship’s log
Conventional gyro units
Vertical gyro
Output of position data: 1Hz, attitude data: 16Hz.

A comercial product from is available with algorithms by the author.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 146.
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Fault-tolerant sensor fusion
- main issues

» Data arrive asynchroneously
» Data have different sampling rates

« Each new data package need be validated before it is
included in the sensor fusion solution

» Data from a particular sensor may stop without
warning

» Faults can develop arbitrarily (abrupt, incipient,
intermittent)

» Faults on certain sensors may be correlated (GPS)
* Noise on different sensor types is often uncorrelated

M. Blanke 2004 Diagnosis& Fault-tolerant Control 147.
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Optimal sensor fusion

1. Compute inverse covariance:
P =(P) +CIR.C,

-1
measurement_update -1
B =(P)

P =P +H'RH

N New
Enter function with By, and X, measurement

1

P K, = PkCIRil

K=PH'R™ zZR
=% +K(z-HY) 2. Update estimate

% = %P X, =X, +K, (Yk _CkX;)
P~ =®PO®" +Q . . .
o (e 3. Predict in time
(P
time_update New state and Xk+:|. = q)ka
covariance
estimates 71 _ T
Pk+1 - (I)kPk(I)k +Qk
M. Blanke 2004 Diagnosis& Fault-tolerant Control 148.
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Inverse covariance updating

v Measurements that are uncorrelated may be

measurement

updated when independent sensor packages arrive:

v

(0

Pl=(P) +
R' 0 0 |C
[cl.cici] o R o0 |c

zZR

X =dR
P~ =dP®" +Q

Po=(P)"

time_update

M. Blanke 2004

K=PHR™
X=X +K(Z—Hi’)

%P 0 0 R;|C
=(P,)" +CIR;*C, +CIR;'C, + CIR;'C,
==ae= This allows asynchronous or missing data

New state and

Diagnosis& Fault-tolerant Control 149.
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State logic — asynchroneus events

M. Blanke 2004

* Treatment of sensor data as
random events in time —
shown as state-event
diagrams for 3 sensors

Diagnosis& Fault-tolerant Control 150.
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Consistent implementation

State event logic in

consistent implementation:

change state: s(k+1) < S(s(k),e(k))
computations: r(t) < R(s(k),e(k))
$€{0,1,2,3,4,5,6},

e e {V;,V,, Vg, =V, =V, Y, |

Three sets of sensor events:

valid and not-valid

Diagnosis& Fault-tolerant Control

State transition matrix

(1 2 3 0 0 O]
135011
326 20 2
S(se)=|5 6 4 4 4 0
373213
57 5 451
|7 6 6 6 4 2]

151.

DANMAREKS
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M.

Generation of state-event logics

State event logic in

consistent implementation:

change state: s(k+1) « S(s(k),e(k))
computations: r(t) < R(s(k),e(k))
$€{0,1,2,3,4,5,6},

e e {V;,V,, Vg, 1V, =V, iV, )

Three sets of sensor events:

valid and not-valid

Blanke 2004

Diagnosis& Fault-tolerant Control

Essential to make a correct
implementation:

1. Make analytic
generation of state-
event automata.

152.
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Architecture for implementation

An architecture is necessary
for Fault-tolerant control
implementation

Plant wide control
State info |

Commands &

Include detectors and fault-
accommodation according to
prior analysis

On-line decision and
optimization is possible

An autonomous supervisor is
an adequate control archi-
tecture for complex systems

Setpoints
Simple sensors

Filtering &
wallidity check

A development procedure
was suggested and refined

Diagnosis& Fault-tolerant Control

& alarms

Control
algerith

153.

DANMARKS TEKMNISKE UNIVERSITET
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Application in Space

and still active.

— Star imager
— Sun sensors

field model
* Gives
— Attitude

— Angular velovity estimate

Blanke 2004

Diagnosis& Fault-tolerant Control

e Fault-tolerant ideas applied
to the Danish Qrsted
satellite- in operation in
space since 23 Feb 1999 -

* Sensor fusion between

— Magnetometer and Earth-B-

154.
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Actuator Faults

DANMARKS TEKMNISKE UNIVERSITET
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Actuator faults

Let B, (u; (t), 6, ) describe the action of the faulty actuator:
X(t) = Ax(t) + Z b;u; t)+ Z B; (ui (t)’ai )
iely ielg

Two solutions:
1. We may use an estimate fi and redesign using

x(t) = Ax(®)+ 2 bu 0+ > B, (u(1).6)
iely ielg
2. We may use the non-faulty actuators only, and redesign using

X(t) = Ax(t) + Y by, (t)

iely

M. Blanke 2004 Diagnosis& Fault-tolerant Control 156.
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Actuator fault - fault estimation (1)

Let B, (u; (t), 6, ) describe the action of the faulty actuator:
X(t) = Ax(t) + Z b;u; (t) + z Bi (u;(¥).6,)

iely ielp
Two solutions:
1. We may use an estimate fi and compensate, if possible using

x(t) = Ax(t)+[2biui ©-> B, (ui(t),én)]+ZBi (u;(t).6)

iely ielp ielg

2. We may use the non-faulty actuators only, and redesign using

(1) = Ax(t) + Y by, (t)

iely

M. Blanke 2004 Diagnosis& Fault-tolerant Control 157.
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Actuator fault - fault estimation (2)

Let B, (u; (t), 6, ) describe the action of the faulty actuator. Then
zbiui (t) + z ["'i (ui (t)!ei ) =0

iely ielg

would outbalance the fault.
One might use an estimate of B and redesign using

x(t) = Ax()+ X byu, - 2B, (u,().6)+ 2B, (u (1).6)
X(t) = AX(t) +Bfuf (t) +Bfucomp (t) + ZB| (ui (t)’gl ) =

ielg

B s, (1) = B (u,(1),6)

ielg

M. Blanke 2004 Diagnosis& Fault-tolerant Control 158.
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Actuator fault - fault estimation (3)

If the pseudoinverse of B, exists, then a solution to
compensator design is
-1 ~
ucomp (t) = _(B-I;Bf ) B-I; z Bi (ui (t)’el )
ielg
However, this does not necessarily give a trajectory of
x(t) close to the desired - when B, = B

M. Blanke 2004 Diagnosis& Fault-tolerant Control 159.
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Actuator faults — optimal control approach

< Linear quadratic optimal control gives the "LQ solution” to the
state feedback problem.

< If not all states are measured, a state-observer is employed.

Let the system be:
x(t) = Ax(t) + Bu(t) = Ax(t) + > Bu;(t)

iel

LQ optimal control: minimize the index

J((O,oo),u,xo)=%I:(uTRu+xTQx)dt Q>0, R>0, x(0) = x,

M. Blanke 2004 Diagnosis& Fault-tolerant Control 160.
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LQ optimal control — nominal system

A solution to the LQ problem requires (A,B) is controlable.
The steady state controller L is obtained as:

u(t) = -R'B"Sx(t) = -Lx(t)

where S is the (stable) solution to the steady state Riccati equation
0=A'S+SA-SBR'B'S+Q

The closed-loop system

x(t) = (A-BR™B'S)x(t) is stable.

The value of the "cost" index is J ((0,), x,) = x,' Sx,

M. Blanke 2004 Diagnosis& Fault-tolerant Control 161.
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All stabilizing state feedback controllers

Let a stabilizing LQ feedback law be

u, (t) = -R'B'S,x(t) = -L,x(t)

the feedback gain matrix is L, = R"'B'S,

and let S, be the solution to

0=A'S, +S,A-S,BR'B'S, +Q

Then

J ((va)’xl) =x,S,x,

is the measure of "cost" starting at x, at time t,.

M. Blanke 2004 Diagnosis& Fault-tolerant Control 162.
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Actuator fault at time t;

Given: No actuator fault t =[0,t, ], an actuator fault t = [t,, 0]
Assume the faulty actuators can be described by a linear model:
B(u,(©).6) =bu (t)iel,

Then the model of the faulty system is

K(t) = Ax()+ X by (0 + > B, (u,(0.6) =

iely ielg

x(t) = Ax(t) + B, u(t) with x(t, ) = x, at the time the fault occurs

M. Blanke 2004 Diagnosis& Fault-tolerant Control 163.
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Actuator fault at time t;

With x(t) = Ax(t) + B, u(t) with x(t,) =x, att,
the trajectory for t < [t o0 | is optimised using
x(t) = Ax(t) + B, u(t)

u(t) =R'B}S, x, ().

where S, be the solution to

0=A'S, +S,A-S,B,.R'B!S, +Q

and S, is symmetric (S, =S})

M. Blanke 2004 Diagnosis& Fault-tolerant Control 164.
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Actuator fault at time t;— total cost

If the index "consumed" fromt = [0t ] is J ((O,tf ), xo)
Then 3(((0.t )%, ).((tr.0), %, )} = 3 (0.t )%, )+ x}8, x,
instead of J ((0,0), X, ) = x;Sx,

3((0,),%,) = 3((0.t; ), %, )+ x[Sx,

=1 ((O,tf ), XO) = x¢Sx, — X Sx;

=1 (((O,tf ),Xo),((tf ,oo),xf )): Xy SX, + X} (Sf —S)xf
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Ship steering - example (1)

Given (ship with H,=0 and two rudders)

)l ol Lo ol
dt| x, 1 0]|x,| 110 0]|lu,
Optimization criterion
—[( T T — 10 . 10
J—J'o (x Qx+u Ru)dt,Q—[0 100},R:100{0 J
Find the optimal controller for
- the nomonal case (k/1 = 1/26.8 N / kgm?)

ki1

. 0
- case when one actuator is defect B = Tlo o
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Ship steering — example (2)

Define problem for Matlab Iqr function:

00 1|11
A: ; B0 =
10 26.8/0 0

1 0 10
Q= ‘R =100*
0 100 01

Find the optimal controller for
1)the nomonal case:
[Kl Sl ﬂ‘] = Iqr(AlBOIQlR)
. 110
2) Case when one actuator is defect B, = ——
26.8/0 0

[K,. S,, 4]=lar(A,B,,Q,R)
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Ship steering — example (3)

Results:

Nominal case (no fault)
(435 0.71 11668 1895 .

K, = 7 Sy = ; Ag =-0.162£ j0.162
1435 0.71 1895 732

Fault on actuator 2:
[7.32 1.0 19623 2680 .

K, = 7 S, = y Ayg =-0.137+ j0.137
| 0 0 2680 616

Test response from initial condition in closed loop
A, =A-BK, (case 0) A,, = A -B,K,

sys =ss(A,A,,C,D) with C=eye(2,2); D = 0*eye(2,2)
step(sys)
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Model-matching state-feedback

The nominal (no fault) system
in closed state feedback loop:
x(t) = (A -BK)x(t)

Yot ontroller | anf
T y(t) = Cx(t)

Nominal closed-loop system aﬁer the fault Occurs,

- x(t) = A, x(t) - B, u(t)
L

y(®) =Cx(t)
Nominal closed-loop system

lce

(S

with new state feeedback controller:
x(t)=(A, -B,K,)x(t)
y(®) =Cx(t)
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Model-matching state-feedback (2)

Ideal if we could obtain A-BK = A, -B(K,
This is only rarely possible (requires redundant actuators).
Consider the relaxed condition:

L, Ly} :min|(A-BK) - (A, -B/K,)| ?
If the pseudo-inverse of B, exists

B,K, =A, —(A-BK)=L, =(B}B, )'IBTf (A, -A+BK)
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Model-matching output-feedback

Let the controller be
u(t) =-Ky(t) =

x(t) = (A -BKC)x(t)
y(t) = Cx(t)

After the a sensor fault occurs, v Rodosned |« [ Taulty
L

x(t) = (A-BK,C, )x(t)
y(t) = C,x(t)

Exact model matching if K,C, = KC.

If C=LC, then K, =KL gives exact model matching
and we use u(t) =-KLy(t) after the fault occurs.

M. Blanke 2004

sensor fault

Yoot u
»(T)—> Controller Plant

Nominal closed-loop system

Nominal closed-loop system

lcz

<
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Model-matching output-feedback

Let the controller be
u(t) =-Ky(t) =

x(t) = (A -BKC)x(t)
y(t) = Cx(t)

After the a sensor fau

x(t) =(A-B,K,C)x(t)

y(t) = Cx(t)

actuator fault

Yret u
4>(T—> Controller Plant

Nominal closed-loop system

It occurs,

Faulty
Plant

l*ﬁ

Nominal closed-loop system

Exact model matching if B;K,; = BK.

Possible if B,M =B,

then K, = MK gives exact model matching

and we use u(t) = -MKy(t) after the fault has occurred.

M. Blanke 2004
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Ship steering example — example (4)

1
B=
:

3

11
M :{O O} = B;M = B = model matching

1]k
—: normal case
0ll

0
OLK; case of fault on rudder 2

hence switch to u(t) = -MK,y(t) after the fault is diagnosed

o[ 20
U, (t)

a rather obvious choice when one out of two parallel actuators fail !

[1 1435 07t]fy]__[435 071][%(
{o O}LBS 0.71} v, { 0 o0 } y, ()
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Summary

Component-based and Structural analysis

— Coping with complexity and nonlinear behaviour
Stringent methods for linear case

— Fault diagnosis

— Sensor fusion

Fault-tolerant Control

— Sensor faults

— Actuator faults

Full scale applications

— Inverter for crane, Satellite attitude control, Sensor
fusion for navigation
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That's all folkes

O
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